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Australian Audit was engaged to undertake a review of the Shire of Kent risk management, internal control
and legislative compliance as required to be undertaken as per Regulation 17 of the Local Government
(Audit) Regulations 1996.

As per Regulation 17(1), (2) and (3) of the Local Government (Audit) Regulations 1996, the Chief
Executive Officer (CEO) is required to undertake a review, at least once every 3 financial years, of the
following processes:

¢ Risk Management.
¢ |nternal Control; and
e Legislative Compliance.

The Shire of Kent (the Shire) uses SynergySoft as its accounting system.

The Shire’s last Regulation 17 review was undertaken in 2022.

The review undertook the following approach:

e Information relating to risk management, internal control and legislative compliance was
requested from the Shire staff to assess adequacy of policies, procedures and overall control
processes that are currently in place within the Shire.

¢ An Information Technology questionnaire was also sent to the Shire in order to assess the Shire’s
Information Systems General Control Environment.

e Discussion was held with the Shire staff regarding the process in place for ensuring that the Shire
is continually in compliance with the Local Government Act and Regulation requirements
including assessing the annual Compliance Audit Return (CAR) process.

The matters raised in this final report are only those which came to our attention during performing our
review and may not necessarily be a comprehensive statement of all the possible process improvement
options that may exist in relation to the Risk Management, Internal Control and Legislative Compliance
matters.

Our review was conducted in accordance with ASAE 3500 — Assurance Engagement Other Than Audits
or Reviews of Historical Financial Information.

Our review report is provided to the Shire to enable the Shire to meet their statutory obligations under
Regulation 17 and as such we do not encourage this report to be used for any other purpose.
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Our work incorporated the following areas for review as required under Regulation 17.

Risk Management

To establish that:

A Governance Framework is in place and endorsed by the Audit and Risk Committee.
o A formal governance unit exists responsible for proper governance compliance.

e Satisfactory risk management and governance policies are in place and have been endorsed by
the Audit and Risk Committee/Council.

e Operational and Strategic Risk Registers are in place and are being constantly reviewed and
updated to mitigate risk.

e Regular development of risk reports and actions to address risks are identified and actioned and
such actions are regularly communicated to and endorsed by the Audit Committee.

o Fraud Risk ldentification and Prevention policies are in place including the establishment of a
Whistle Blower policy.

o An effective Audit Committee exists, and proper Committee processes are in place and being
complied with.

Internal Control

To establish that:

A Delegation of Authority is in place, up to date and reviewed regularly.

e Proper and formal documented Shire Management polices (guidelines and procedures) are in
place and are kept up to date.

e Internal assessment of control processes exists e.g., via an internal audit function or by the
Shire’s own Governance area.

¢ An Internal Control policy targeted for all employees, council and committee members on the
importance of management controls.

Legislative Compliance

To establish that:

o The Compliance Audit Return (CAR) is properly completed each year and any non-compliance
matters are investigated promptly and adequate action is taken to ensure similar non- compliance
no longer occurs.

e The establishment of proper complaints policies and registers including gift policies and registers.
Legislative compliance regarding all Local Government Act and Regulation requirements are
continually monitored and regularly reviewed to ensure continual compliance.
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Based on our assessment of the management controls and processes that exist at the Shire regarding the
above three key areas of the Regulation 17 review, we wish to conclude as follows:

RISK MANAGEMENT

Positive Observations Areas for Improvement

Adequate Insurance is held over the
Shire’s assets.

Management Procedure document is
in place for Public Interest Disclosure.
Formal Terms of Reference is in place
for the Audit Committee.

An IT Disaster Recovery Plan is in
place.

A Purchasing Policy is in place to
manage purchasing risk.

A Code of Conduct exists for
employees, Council Members and
Committee Members.

An Induction program exists for staff.

A formal Risk Management Framework
and Risk Management Policy are not in
place.

Risk Management procedures have not
been developed to enable the Shire to
manage its risks.

Shire strategic and operational risk
registers have not been developed and
as such the Shire has not systematically
identified, assessed or monitored its
risks.

The Audit Committee’s terms of
reference do not assign it responsibility
for overseeing the Shire’s risk
management  activities and the
Committee’s agenda does not have a
standing item to monitor the Shire’s
management of risk.

A Fraud and Prevention policy is not in
place.

A Business Continuity Plan has not been
formally developed.

No Induction process exist for new
Councillors and new  Committee
members.

Australian Audit — June 2025
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INTERNAL CONTROL

Positive Observations

A Delegation register is in place and is
reviewed annually.

Council Policies are in place and are
current.

There are documented operational
procedures in place.

Areas for Improvement

The Shire does not have an internal
controls policy in order to monitor
compliance with management controls.

LEGISLATIVE COMPLIANCE

Positive Observations

A good process is in place to complete
the Compliance Audit Return (CAR).
The governance function is being
carried out by the DCEO.

A Gift register is maintained.

Areas for Improvement

There is no formal mechanism in place to
monitor legislative compliance. The
Shire relies on the annual CAR and also
the 3 yearly Regulation 17 review.

The Shire does not maintain a formal
complaints register nor does the Shire
have formal guidelines on complaints
handling.

IT GENERAL CONTROLS ENVIRONMENT

Positive Observations

IT Strategic plan is in place.

IT Disaster Recovery Plan is in place
and is in draft.

Physical security policy is in place to
manage possible threat of computer
viruses

Virus protection is automatically
updated monthly with the Ilatest
version.

Staff do not have access rights to
install software or modify their
machines. A Software Usage Policy is
in place.

An ICT Acceptable Use policy is in
place.

User access is centralised with IT and
is access approval can only be given
by CEO, DECEO and Manager level.
Minimum complexity is set for
passwords used. Passwords are
required to renewed every 3 months. If
password is not changed the user's

Areas for Improvement

IT Disaster Recovery Plan is in draft and
needs to be finalised and endorsed.

IT Disaster Recovery Plan should be
tested regularly to ensure the plan is
workable and effective.

Australian Audit — June 2025
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IT GENERAL CONTROLS ENVIRONMENT

account is automatically disabled. A
maximum of 10 incorrect attempts is
allowed before the user is locked out.

o All data is backed up each day, to
disk, offsite and cloud repositories.
The process is tested every 3 months
with a complete restore of all data to a
test environment

o Staff are instructed that Shire data is
to be kept in the shire drive data
folders and not their C: wupon
commencement/handover. The Shire
IT checks for this compliance during
routine maintenance.

e All systems are set to lock after 1
minute but can allow 5 minutes of
inactivity.

e All key Shire IT hardware is connected
to a UPS that will maintain power for
approximately 1 hour in the event of a
power loss from the grid.
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The following matters were identified which have been reported below for consideration by Shire
management:

Medium Risk Issues

1. Risk Management: Framework and Policy

Finding
The Shire currently does not have a formal Risk Management Framework and Risk Management Policy to
enable the shire to formally and effectively identify and manage its risks.

In the absence of a risk management framework and a formal process by which the Shire’s risks are able to

be identified and appropriate actions put in place to mitigate those risks, the Shire is at risk both
operationally and strategically.

Recommendation

We recommend that as a matter of priority the CEO should develop a Risk Management Framework and
Policy and implement a process by which both operational and strategic risks are able to be identified in
line with the developed risk framework.

Management Comment

The Shire of Kent will develop a risk management framework and policy.

2. Risk Management: Operational and Strategic Risk Registers

Finding
The Shire does not appear to have established formal risk registers for its strategic and operational risks.

There is currently no formal process in place to enable the Shire to identify both its strategic and
operational risks, record those risks in a register and continually monitor and mitigate those risks. This is
due to the absence of a formal risk management framework and policy direction.

Without formal risk registers and a formal assessment and management process, Shire risks may go
unidentified and/or unmanaged, exposing the Shire to potential service disruptions, inefficiencies and/or
compliance failures.

Further, the terms of reference for the Shire’s Audit Committee is silent in regard to risk and does not
articulate the Committee’s role in overseeing or monitoring the Shire’s risk management activities.
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Recommendation

We recommend the Shire, as a matter of priority, go through the process of identifying its strategic and
operational risks, capturing the risks within formal risk registers, assess and manage those risks on an
ongoing basis and ensure that the progress of monitoring and managing those risks is reported to the Audit
Committee.

We also recommended that both the operational and strategic risk registers should be discussed regularly
at each Audit Committee meetings, detailing any new risks that have been identified and also to outline the
action taken by the Shire in mitigating the identified risks.

Further, we recommend that the Audit Committee’s Terms of Reference should be updated to reflect the
Committee’s responsibility for oversight of the Shire’s risks and that a copy of the Shire’s risk register,
including evidence of the Shire’s progress of actions taken to minimise the Shire’s risks be tabled at each
Audit Committee meeting to enable the Committee to be satisfied that the Shire’s identified risks are being
managed. This should be a standing agenda item for each Audit Committee meeting.

Management Comment

Following development of a Risk Management Framework and Policy, the Shire of Kent will begin
developing risk registers to ensure strategic and operational risks are captured. This may require the
assistance of a consultant.

It is noted that the State Government is making changes to Audit Committees, with new Committees
called Audit, Risk and Improvement Committees coming into play in the near future. The Shire of Kent
will adopt whatever changes to its audit committee structure is necessary to give rise to the changes in
legislation with Audit, Risk and Improvement Committees when it becomes known.

3.  Fraud Identification and Prevention Policy
Finding
The Shire does not currently have in place a “Fraud Identification and Prevention Policy. Such a policy
should outline the importance and responsibility that all staff in the Shire have in ensuring that fraud is

prevented through proper adherence and compliance with existing management controls and that where
fraud is suspected that it is promptly reported for investigation.

Recommendation

We recommend that a Fraud Risk Prevention policy be developed and communicated to all staff. The
fraud prevention policy would normally include:

Definition of actions that are deemed to be fraudulent

Responsibilities for overall management of fraud

Procedures that staff should follow if a fraud is suspected

Statement that all instances of suspected fraud will be investigated and reported to the
appropriate authorities

A statement that all fraud offenders will be prosecuted and that the police will be assisted in
any investigation that is required

o A statement that all efforts will be made to recover wrongfully obtained assets

o Encouragement to employees to report any suspicion of fraud

O O O O

o
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Management Comment

As fraud is a risk to the Shire and the local government sector generally, a Fraud Identification and
Prevention Policy will be developed as a control mechanism to that risk when the Shire’s risk registers
are formalised.

4. Internal Control: Policy
Finding
The Shire currently does not have an independent Internal Audit function that is able to regularly review its
operations to identify management control weaknesses and non-compliance matters. The Shire is

therefore dependent on staff complying with written procedures and Shire policies when undertaking their
day-to-day duties.

However, staff may not be aware of the importance of management controls and the risk that may be
imposed to the Shire should written procedures and policies not be complied with.

Further, due to the size of the Shire and the number of staff that may be able to be employed, segregation
of duties controls may not be effective as most staff have duplicated roles and responsibilities.

Recommendation

We recommend the Shire consider developing an Internal Control Policy which should outline the
following elements:

The promotion of a risk-based approach to the development and maintenance of documented
internal controls and procedures. This is to support a continual assessment of appropriate controls
throughout the Shire by identifying the need for new controls (based on risk) and ensuring existing
outdated and unnecessary controls are discontinued. This can be accomplished via staff
awareness on the importance of compliance with key internal controls and how non-compliance
can impact the Shire.

Documenting the Shire’s key internal controls including the importance of all staff to be aware of the
importance of maintaining proper segregation of duties controls especially within high-risk areas
such as accounts payable, accounts receivable, payroll and procurement functions.

Outlining a set of measures that should be implemented such as continual staff training etc to
ensure staff are fully aware of, and understand, the relevant importance of key internal controls
within their workplace.

The Shire should also consider including the requirement for all staff to be responsible for control
awareness and also to contribute to the identification of risk areas within their workplace and their
areas of responsibility. This could be done by adding these responsibilities in their respective job
descriptions and also incorporated as part of their induction program.

Management Comment

The Shire of Kent will investigate options in relation to formalising internal controls and procedures.
Formalising the Shire’s internal controls in a policy would mean that internal controls would be a matter of
public record, diminishing the internal controls’ effectiveness and expose potential vulnerabilities in the
Shire’s internal controls to external and potentially hostile parties.

The Shire of Kent will undertake the exercise of documenting internal controls but will do it in a manner
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that does not expose it to further risk.

5. Legislative Compliance: Legislative Compliance Policy

Finding
There does not appear to be a Legislative Compliance policy and/or procedure in place to oversee that
all required legislative matters are being continually complied with.

The Shire currently relies on the annual Compliance Audit Return (CAR) to gauge its compliance level
against legislative requirements and uses a compliance calendar. However, we noted that the existing
compliance calendar is currently ineffective as it is not used to capture all legislative requirements and
the CAR, although is an effective compliance monitor, reflects only a portion of all the legislative
requirements that must be complied with and therefore does not provide complete legislative compliance
assurance to the Shire.

As the Shire does not currently have an operational Internal Audit activity function or any other similar
regular checking function to periodically assess all of the required legislative compliance matters, it is
difficult for the Shire to assure itself that all legislative compliance matters are being consistently
complied with.

Recommendation

We recommend the following:

. Consideration should be given to the implementation of a Legislative Compliance policy which
outlines the responsibility for compliance with legislative requirements and how such compliance
is to be met.

We would suggest that the Shire could better and fully utilise the Compliance Calendar software or
investigate whether other software products such as ATTAIN software could be appropriate. Should this
option be implemented clear responsibilities should be assigned for monitoring compliance.

Alternatively, we would recommend:

. Consideration be given for the Shire to develop various legislative compliance checklists to
enable various areas within the Shire (or by a dedicated governance officer position) to undertake
regular self-assessment checks. We would suggest that these be undertaken regularly
throughout the calendar year and be signed off attesting to compliance. These can be undertaken
in conjunction with the annual Compliance Audit Return (CAR) and would complement the (CAR)
process.

Further, consideration should also be given to include within each updated policies, protocols and
procedures reference to the applicable legislative requirement. This then provides information to staff that
by following the policy or procedure legislative compliance is being achieved.

Management Comment

The Shire of Kent will investigate options for the recording of legislative compliance dates, deadlines and
responsibilities. A policy would not achieve the desired outcomes. Costings will be sought to implement a
more centralised and accurate compliance management tool, such as Attain.
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Low Risk Issues

6. Risk Management: Testing of Business Continuity Plan and IT Disaster Recovery Plan

Finding
A Business Continuity Plan and an IT Disaster Recovery Plan is in place. However, both these plans are

still in draft version and we are not certain as to whether these plans have been formally endorsed by
Council.

Further, there has not been any regular testing done of the Business Continuity Plan and the IT Disaster
Recovery Plan to ensure the plans are workable and effective.

Recommendation

We recommend that the Business Continuity Plan and the IT Disaster Recovery Plan should be finalised
and subjected to regular testing to ensure the action plans can be effectively implemented should a disaster
occur.

Management Comment

A Business Continuity Plan and IT Disaster Recovery Plan is currently in active development. Part of the
development of these documents includes a testing regime prior to adoption to ensure the plans are fit
for purpose and work in the Shire of Kent’s context.

7. Legislative Compliance: Complaints Register

Finding
At present the Shire’s complaints are recorded in Synergy Records, however there is no formal

complaints guidelines and complaints register in place. This makes it difficult to track complaints, monitor
resolution progress, identify recurring issues or generate reports for management.

Recommendation

We recommend the Shire develop complaints guidelines and a complaints register to log all complaints,
track their status, identify trends and ensure accountability. Relevant managers and staff should have
controlled access to the register to monitor and update progress as needed.

Management Comment

The Shire of Kent will review its Customer Service Charter to ensure a complaints management process
is in place and is effective, with management reviewing a register on an ongoing basis to ensure
complaints are being managed. It is noted that the Shire of Kent has a Complaints Register as mandated
by section 5.121 of the Local Government Act 1995 and that the complaints register outlined in the
recommendation doesn’t relate to legislative compliance.
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Staff Induction Checklist

We noted that although a staff induction checklist exists, we noted that the induction checklist is not
signed off by staff and the staff supervisor as evidence that an induction was undertaken.

Also noted that no induction process is in place for new Councillors and new Committee members.

Code of Conduct Policy

We noted that the code of conduct policy was last reviewed in 2021 and is now due for review. All
Council policies and Shire guidelines/procedures should be reviewed at least once every 2-3 years.

End of Month Checklist

We noted that the monthly payroll reconciliation has not been included in the End of Month Checklist.
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Appendix A — Risk Criteria

The following risk criteria was used to assess level of risk on review findings included in this
Review Report.
Risk Assessment Matrix

Likelihood of Risk:

Rating Description Frequency
1 Rare — May occur, only in exceptional circumstances <once in 15 years
2 Unlikely — Could occur at some time At least once in 10 years
& Possible — Should occur at some time At least once in 3 years
4 Likely — Will probably occur in most circumstances At least once per year
5 Almost Certain — Expected to occur in most circumstances > once per year
Consequence of Risk:
Description . . . . . -
Health Financial Operation Compliance Reputation Project
Loss
1.0Observation No injuries | <$1,000 Little Impact | Minor breach of policy, | Unsubstantiated, Small variation to
’ orillness or process requiring | low impact, low | cost, timeliness,
approval or variance profile or no news | scope or quality of
item. objectives and
required outcomes.
2. Low First Aid | $1,000 to | Inconvenient | Breach of policy, | Substantiated, low | 5-10% increase in
treatment $5,000 Delays process or legislation | impact, low news | time or cost or
requiring attention of | profile. variation to scope
minimal damage objective  requiring
control approval
3. Medium Medical $5,000 to | Significant Breach requiring | Substantiated, 10-20% increase in
treatment $10,000 delays to | internal investigation, | public time or cost or
required major treatment or moderate | embarrassment, variation to scope
deliverables | damage control moderate impact, | objective  requiring
moderate news | Senior Management
profile. approval
4. High Death or | $10,000 to | Non Breach resulting in | Substantiated, 20-50% increase in
extensive $50,000 achievement | external investigation | public time or cost or
injuries of major | or third-party actions | embarrassment, significant variation
deliverables | resulting in tangible | moderate impact, | to scope objective
loss and damage to | high news profile | requiring
reputation and 39 party | restructuring of
actions. project and Senior
Management or
Council approval
5. Severe Multiple >$50,000 Non Breach resulting in | Substantiated, >50% increase in
deaths or achievement | external investigation | public time or cost or
sever of major | or third-party actions | embarrassment, inability to meet
permanent deliverables | resulting in significant | very high multiple | project  objectives
disabilities tangible loss and | impacts, high | requiring the project
damage to reputation widespread to be abandoned or
multiple news | redeveloped
profile, 39 party
actions.
Risk Exposure:
Risk = Likelihood x Consequence
Score Level of Risk | Score Level of Risk Score Level of Risk
1-8 9-19 Medium 20-25
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